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Abstract: The progress on universal quantum computer devices is show, so that attacking the 1 024 bit RSA by Shor
algorithm is impractical currently. The modern cryptography still has strong security. Take the quantum devices con-
straints into consideration was proposed for the first time, the storage of former registers in the Shor algorithm
should be 100 or less Qubits theoretically decreased from 1 000 or more Qubits. Quantum artificial intelligence, as
the rapid progress of special quantum computer, was regarded as the new generation computing idea which met the
goal of national strategic computing initiative(NSCI). With the wide applications in the field of machine learning
and artificial intelligence, importance to the influences of quantum artificial intelligence on the big data security on
internet should be attached. Additionally, it was the first time to use the quantum computer for designing cryptogra-
phy and it shed an interesting light on cryptography design based on the quantum artificial intelligence which had
not been reported anywhere before.
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KH SFQ {55 4r B2k kAT -1k, D-Wave Two
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(a) 128 Qubit D-Wave One Rainier chip [ 5
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(b) 512 Qubit D-Wave Two Vesuvius chip /=1

(c) 1 000+ Qubit D-Wave Two Vesuvius chip [# /53

2 D-Wave R AHRE
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"Quantum computers have the potential to solve problems that would lake a classical
computer longer than the age of the universe.” — Professor David Deutsch, Oxford

¥l 3 Geordie Rose 1] D-Wave 42k

3.3 D-Wave BRI 408

R D-Wave REGELHEFIFENL, (HE
ASCN NIRRT 20, R T YR
THREHUR R G e — D Re ) £ i 5%
HI 7ML,

D-Wave 2w (8R4 AR T 0, I H &1
B 27 N S T B IR K, T RUR e Sk
o] SR AR F) NP A 11 22 T N (R A ¥, (Nature)
IR Z T SS2E . N TR R G ER.
USRI 28, SRS i A2015 B
o IO A AR 2 U

ASCOMIAA, AERE SR TR S A
THERERIGOUT, BIEA 2 I )R AR 2 4~ 2
AT EEOLT, TR &R K g E A fid s )
8RR, Il B 2 R Bk H R ER A
filt, A HUT R4 R, XE54%
BRI RSEROLIR K AREAH L H A IR AR

I Google AWM 2009 4F LISk A FH &1
RO e UG AR B . HR ST 2 55 7 TR R )
SR, M EE TR IR KB &R L
M ENIR AR L GR T e
ATREMEIA R R, HIAELE R R
FRE A, EL AR L. (Nature) 2K
SCHRARE 0 i AL T S o LR e — R Y
FRA B AL ) B IR I E .

34 TREFTEHALERA

WS EL — SRR R R R
W TR HH RV R .

L, IR, fESE[E DARPA A}
e RSN GES R PN £5% NGB
RIE, WFEREZZRARICRA S E T IHE
AR G H i &1 v ST O TR
IBM 2w I HIS 6 DR 27k B i o 1 It i)
W, PR UL R A I R AN R Y
FARX — X . WS BOR 2 B S ) B 27 5K
John Morton T 55 , % 5 7~ LA H B 25 1) el DA &
AL PR R RE I E s, MO T %40
SR R R s, ] DAEAR RS o EAL T
gp b,

John Martinis AT A DA T 5 5 LEARE
GRS ik S T 81 ) B (= T el
FS b, MG (Nature) f3H, 7£20154E4 4
ST 5 AT HURERESI 1926 R,

IEEE" Al (Nature) "¢ 2015 43 7 4 H
#IE T Google 55 John Martinis & 1FE 55—k
R WEAE RO A HTERe, IR T 1E
2014 49 Hi—AMEE—XU7 & E S M
John Martinis [1PA7E & A4 HIRL il S22 7
R ERSE ), BT IR JON B &g
PEFISE A

52 I, YT 5K John Martinis [4]BAZE( Nature )
KR T surface code Y4TSR, Xmons &Lk
R RS — RAIFF SR, T T BT
M FIHERRE; John Martinis K & 7745
FRELI 8] A nanoseconds $i¢ 71 %] 30 microseconds,
XU R S MR IR — MR K
WRo X RF SR AT B TR T BREAR T
BYEREA, IR K TR EL.

00026-5



<22 W2 5 R 2 A

2%

20154E 4 29 H, IBM R TV =F
L7 e 51 LoRe BB (DY 50 2 —e~) I,
U7 WA . EUORDDSEEL TR 2 2RET
THRER S, BUEC AR B (bit-flip) AAH A7 B0 4%

(phase-flip) . IBM A}y iX 72 12 [n] #4) 2 K 2 5
WAL E B,
3.5 D-Wave Uik &R 27

T D-Wave & & IFHENLAE AN TR
RE B B 58 A AN () b Y A2 R ) L
b R AR AT — LE R

1) =LLUAREIZEAT Shor 573%, A D-Wave
() LI I 3 RSA 55 A B %1

HE b, D-Wave T HE FIHENM BT
e k.

2) i LA W] LUK AR AT 2 iy ) i

H5L b, D-Wave T HEFIHEN BHYIH
AT EF N TR A AU @, A
It ATz N, BECRRILES 22 21 45 A
T RE AT 1R 22 B2 i) i T DU A 4 S04
e KA

3) s AL, AREE TN

D-wave A~ # ] CEO Vern Brownell T 2014
4 H 21 H4E2Z 1EEE Spectrum K7, X INEEK
RN SR W R PR OInERE T
THEHL IR EEA R T A RS, 2T
MIT ({25 R @3 AR SRR
BUh. LA i), SREES ) @HATREE € BRA
8 Qubit A ZikA (8 Qubit /& D-Wave
BT EAUE R G R T ) AN AR R T R R
JG, W 3 PR,

Matthias Troyer H#3%{E5-Hid H T 515
PIRTFLN AR, h—HZ 5. HEE D-Wave
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SEIGE LA GRS BT AN S I i A%
YIS HR—HOA R “AEGETH B FLREFE T
KT Rk, 24 R) TRk
T TR I BAK SRR KT K,

Alamos [E ZZ S50 =\ 0 BT ST
TR KIS Z A KB ik A, DA ARK )
BT, REEmA .

53 ETFINHNER

2015 AF, IR 26y o I R 5K
Matthew P.A. Fisher B Gt i F iggs T AN
NG YE ] B — R E TRV AR,

K& EHLAEHER] TN TET . Matthew 1)
TAEZ R LX A5 NEH, e TAbXT T A6
TAENMEIE RS el GeORFF 1A
TAMBEEH T YL MR AR 4R, Bl
1IN NI g o - 7 o Y 1B N/S i S U A
Matthew [ TAEH G T, kA4
A RFE AR ) E Nk, BT E R .2 s
THEmMER, R TIRZ R, B DENET
D75 P57 FEK BR AR NI RIS AT R AEHL B o

J—J71, Matthew [ TAERARE] Tk H &
AL FAE B I SCRE, L an A= d B2 sl ) i
— NP, AT R R B LS T
e 7 B TR 19 J2 1025 AR N 1 S b
AT 24 S BRFE SO P TR %7 1) John
Preskill 4% A A %5085 27 BB AR H A A 1E
52 F, Matthew F—2HTAE, EREBEGKA
PREERE L A AU R 5K — 20 O 45
WANFWFE T I E AN e 2 R . 1]
AT, HATAZRGT B SRR AR
BT ZCIEAN RN N IR, T H AT pp
Bl AR 2 50T R AR A it PR A i
2 ik,

BR T MOV A R R T e Az AT () &1 #L
Hil, B LTS T ) A e AR A i S
YEFN AR N R . 2014 4F, AR Z AR K2
Wang 2% P12z 5 Ry 7 B 7 ) AR ki PR
(quantum question equality), H AR A Xt —
ST A O e LR S NG, FH oA S N i JEL 4
T AN 4 MR T B o (A
SCEARH, AN AR 22 0] 8 1) Js bV R 25 R i)t )
FERFA IS, Hauhid, semlE A W, FHl
% B A, 22 BIWIA 1% A TR 52 .
YIRIX FL LTI i 88 AR i) i85 B A AT — e PR AH OGP
(10, AT TN R I R 0 2 B ] B B TR AN
APRE Sy AR DG, b T R N A R )
AR AT BT ER M YR . 2015 4,
Busemeyer Al Wang® %5 T 56T B T HS 1
5¢ 7% £ # 1&  ( complementarity ) A1 & i J5t 2
(superposition) {EINFIOERZE RN F

MR AR R R, T A ZnaE T,
ANRA—ADEEILFRMAEIE . Hoh, 2RI

00026-8



$3 EWAE: BT UL R AR R RO A7 L 2 A2 Bk <25-

XEhE IR, WBIFaR AR E N TR Re il
R R E R, RS2 s LA )
DYSEST: R P IPN &S SV IS A

54 THEFIHENMNEEENIIE

I AR A 2 A AT ARERS LR LA
o

1) il & ik EiE &% &1 i
Bl #ARW S BT

2) CA MR E = AT
SR PrET AN E AN

3) H AT TSRO AR 5 ) Bt 2 e DL

H—, 1996 FHH 1 Grover Hik, LR
SIRPE I OGN R TR Il 35 1 a5 1 K
FEPR>—21), X A EH B R AN S s o

H, 1994 4ER WM Shor 5k, Hiy e
TEBEAE 2 TSN () P i m A4 ple )™ SCRS L
B AR A B RS, 0 FG RSA 4

@z —: BRT Shor HikX] RSA % A iH#
e, &AL REBGHR A 2 A AL ? 21
RETE R e B Bk HAne A 4k .

2 . Grover HiLREAT HR BN A HE 1Y
HHMETEEE? Harthie ke 4518

M E AL SO g, MR
HASCHME. Bk, WXL HE i
HHLH T BBt A oA, RAPSE . $H5L
b, RN TREREECANHTiEZH A
RIS, et T g A2, P ) i )
B TS e, (B S R BRI M
o] 3 A o

2014 4= 12 J 2 H, Matthias Troyer ZI%{E
Google fift T — />3 @ & “ High performance
quantum computing” IR, & TIRE I
RIS AR X CESE T N S A= P 7 p S ¥
Lo Ak B SV ) LA B % 2] . Matthias
Troyer A&, i FIFEHLS HB R T RN
& — ki .

W EEE NE R 27 N TR RN
PRI R LA & 57 v AL 25 A 23 B F
THBENRRIHEOR, $Eh E AN AR IR & 15
FALEIT, FEEALUUT 2 AT

1) EAINE KR HE IR R
X AR 5 A 5 1) 52 e

T IIE D-Wave One RGN %0 R4
SEit 55 A PR AT REME . D-Wave RGFIH & T
B 2 N SR T B TAR K, AT A S A i)
SKRAFIY) NP AEBUE 22 T A TR) fig ke, A3 B T fd vk
FRE AR ) B ), Tvh o] DA D 25 A
d T T A R A e R gk

2) EALINE R HEFIFEALN RS
KFIRAR R B v 1) 500

AR I BT K2 H T I H i Al 22
PR SRR R B, R R
J G5kl ATEREARNE TG R, HA R R 4
(WS H i Ak B R, AL SR B T 8
. [FE, R EEEE SRR R IX
KBRS R ZHEON “RIGHEE”, STEREE
RN “IPANET LG

Rtk iRl i AL D-Wave 1%
DEEETIRK, TR EAE A H v S AR R 7
%y SRS A 1 b 2 0y Bk R
Pefdt, SR RGBS R R aE )y, LR
KM AT 4 Jryds U, AT B R AL G

M H., Google (Ml .32 ] D-Wave (148
RHERPIX— BRI N BUd, 4560
RN, EEXAE G FNLIGE A AR FR 2 K
AR AR, D-Wave 1 H & U HEAL I =8
i RS 2R T8 S T A

WIS YIRS, R &R KBk 2 48R
CAREM KA, 23S 84 ]I T 1IEEE
Transactions on Information Theory T I & i ]
M AL e PR A R B i 45 R e XA — e 12
FE EAREIAE T s AR e AT

6 ETUENEFHENLALEES

] SR A BA B AR AR E R T
AL D-Wave JSHEH L Bt SHLLL L BT
MAE, RXLEHTE AT . ek, HETR
3 B T S P R IR A R Al
e R A ZE R

XA 2 AN A — 5T, T
WA D B EE: n—Jrifl, T

00026-9



$26- W2 5 R 2 A

2%

ARG BURAINGESS, DR R E# L
A e Ik A0 S P A R (R AH 5 e, AT SR IR
MEFERRRY . X TEE, H Z XM
FEFNZE AT AL PR R SR, R IE e 2 A i
KA PTE A, F52 F, H A Shor T+ 20 1
20 90 FFARHIHE th BT Al g b5 1 JBAR LUK, &1
AT TSRS, LT AL
AT S AT PR U A AT L ol B e D s TN
FlE Aok, XL AREASESE TR
P2 H 1 T R L PR R R A3 2: DA S RN [ A A
AU R PR I B U i R

TSR BB BF R W], AR T 2R i 4
B, — U7 A S M m b PSR 258
DR, JPREE I, R B IR A
P REIAIA BB &1 A 550, PR H 6 4h &5
FERIT I V45 (1 JE AR T A A 20270 g — iy T,
I 23— A U B i 2 R N 2 i 2 R AN
[z ab, JFfEs BARR S S Y B S IA L
FHE S AR RV, S T2t 5 A N 1
YIRS ILIR LR, IR e ST A o Bk
3 G e ZE TR TR
UCSB [¥] Martinis URIZH AL T35 2 AR iy
KHI surface code, #ZFIH T surface code [2Y
SR LIRS S5 7 LR R AT R (R VT
2015 4F, IBM JRARBEF L0 T B 22
BT 2, B T SR e iE", Eeg
R, B 2 s H T R EAR R T
WS ENUN T SR, FHE b, R
L D-Wave )& HEFIHENL, B E 258
FEHEARIPREH , L oK) Lidar 2R
WA ET BT O I D-Wave =1 1FHHL,
I 344 ANHE T &8 LURRSEIL T 1R KA B
KAHEm T D-Wave (K385 n] FE 2,

M TR FTRT A H, ey G 22
P T TR AT A L s T i S )
e B SR A R E ST ), 6T
HE AR IR 2 S G E N EH . DA,
— 7 I EE N RSN BT, RS
H i oA M E A (W D-Wave = 1HHALD
I WIS S35, T PR R S
(fuF% D-Wave & IHEHLRE—D4RT), 7%

s ZE R T, X ER S 2
ANTTI] R AR SR SR ok B e I 1
AVEERY; ST ) B R TS A
RUAHRL S R T2 R IR

7 Z5RiE

SR R R IR, AL
PR B R P T BUSS  RSA B RS BT AR EE N T AL
Qubit FERES . WK Shor HIAMESL L
[¥] RSA S8 NP, B SGH E 58X Shor ik
IS, Rl BRARES — B A A e A2 1y
A A2 XA I ZESR B2 P A7 Qubito H AT
PUCE LIS 2 24, BTt
ABERN L BrIEAT, TR LA 1Y .

AN AL IS K B E T aldE, &
TSR RS S A 5 R 5 — RV R
AR

ity 2 AR AL T AT S L R A A
FIBRP R H A B 2 A g, rkAe & H
B ENSEIL TR N TRERESENE, nT AT
TR ] LA A A AL B2 2T
BN SERE A R R, ANBE BAIL O TR
P AR R e ki .

HAp, ol & ik EeEmbie e
MR WA Lot HAT R
TR BRI T84 D R A

JESEAK, KRR AL G T oL
g, hEEEE NE L B N TRBEAEAE
5 [ITN R 7 RN [ e i o R ] P d R 7 =
L& T R SO o IR L, RNt Thy
AT Shor FRAMHE T E0F 2 # .

S5 3 :

[1] GIBNEY E. Physics:quantum computer quest{EB/OL]. http://www.
nature.com/news/physics-quantum-computer-quest-1.16457#/b4.

[2] MARIANTONI M, WANG H,YAMAMOTO T, et al. Implementing
the quantum von neumann architecture with superconducting cir-
cuits[J]. Science, 2011,334(6052):61-65.

[3] ERIK L, BAREDNS R, CHEN Y, et al. Computing prime factors
with a Josephson phase qubit quantum processor[J]. Nature Physi-
cal, 2012, 8(10): 719-723.

[4] BARENDS R, KELLY J, MEGRANT A, et al. Superconducting
quantum circuits at the surface code threshold for fault tolerance[J].
Nature, 2014, 508(7497): 500-503.

00026-10



Ll EWAE: BT UL R AR R RO A7 L 2 A2 Bk

27

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

Seven days: 5-11 september 2014[EB/OL]. http://www.nature.
com/news/seven-days-5-11-september-2014-1.15881.

JOHNSON M W, AMIN M H, GILDERT 8§, et al. Quantum annealing
with manufactured spins[J]. Nature, 2011, 473(7346): 194-198.

LUCAS B. Adiabatic quantum computing[R/OL]. http://www.hpcc.
unical.it/hpc2012/pdfs/lucas.pdf.

BOIXO S, RONNOW T F, ISAKOV SV, et al. Evidence for quan-
tum annealing with more than one hundred qubits[J]. Nature Phys-
ics, 2014, 10(3): 218-224.

RONNOW T F, WANG Z, JOB J. Defining and detecting quantum
speedup[J]. Science, 2014, 345(6195):420-424.

DENCHEV V §, BOIXO S, ISAKOV SV, et al. What is the com-
putational value of finite range tunneling[EB/OL]. http:/arxiv.org/
pdf/1512.02206v4.pdf.

Rose’s law for quantum computers[EB/OL]. http://www.33rdsquare.
com/2012/10/roses-law-for-quantum-computers.html.

S/ 3 == N N 2 E s = 1 ol R in b A R A
Rz Gl fE R, 2012,2(35):31-32.

WANG C, ZHANG H G. The influence of Canadian commercial
quantum computer in cryptography[J]. China Information Security,
2012, 2(35): 31-32.

PERDOMO-ORTIZ A, DICKSON N, DREW-BROOK M, et al.
Finding low-energy conformations of lattice protein models by
quantum annealing[J]. Scientific Reports, 2012, 2(8):571.

HSU J. Google’s first quantum computer will build on D-Wave’s
approach[EB/OL].http://spectrum.ieee.org/tech-talk/computing/
hardware/googles-first-quantum-computer-will-build-on-dwaves-
approach.

HSU J. Google tests first error correction in quantum comput-
ing[EB/OL].http://spectrum.ieee.org/tech-talk/computing/hardware/
google-tests-first-error-correction-in-quantum-computing/?utm_sou
rce=techalert&utm_medium=email&utm_campaign=030515.
KELLY J, BARENDS R, FWLER A G, et al. State preservation by
repetitive error detection in a superconducting quantum circuit[J].
Nature, 2015, 519(7541):66-69.

CHOW J M, BAMBETTA J M, MAGESAN E, et al. Implementing
a strand of a scalable fault-tolerant quantum computing fabric[J].
Nature Communications, 2013, 5: 4015.

BAREND R, KELY J, MEGRANT A, et al. Superconducting
quantum circuits at the surface code threshold for fault tolerance[J].
Nature, 2014, 508(7497): 500-503.

CORCOLES A D, MAGESAN E, SRINIVASAN S J, et al. Demonstra-
tion of a quantum error detection code using a square lattice of four
superconducting qubits[J]. Nature Communications, 2015, 6: 6979.
MATTHEW P A. Quantum cognition: the possibility of processing
with nuclear spins in the brain[J]. Annals of Physics, 2015, 362:
593-602.

ZHENG W, TYLER S, RICHARD M S, et al. Context effects
produced by question orders reveal quantum nature of human
judgments[J]. Proceedings of The National Academy of Sciences of
the United States of America, 2014, 111(26):9431-9436.

[22]

[23]

[24]

[25]

[26]

[27]

[28]

BUSEMEYER J R, ZHENG W. What is quantum cognition, and
how is it applied to psychology[J]. APS Association for Psycho-
logical Science, 2015, 24(3):163-169.

MARTONAK R, SANTORO G E, TOSATTI E. Quantum anneal-
ing of the traveling salesman problem[J]. Physical Review E Statis-
tical Nonlinear & Soft Matter Physics, 2004, 70(5):057701.

CHEN H, KONG X, CHONG B, et al. Experimental demonstration
of a quantum annealing algorithm for the traveling salesman prob-
lem in a nuclear-magnetic-resonance quantum simulator[J]. Physi-
cal Review A, 2011, 83(3):6541-65438.

NEVEN H, ROSE G MACREADY W G. Image recognition with
an adiabatic quantum computer[EB/OL]. http://arxiv.org/pdf/0804.
4457v1.pdf.

NIGG D, MULLER M, MARTINEZ E A, et al. Quantum computa-
tions on a topologically encoded qubit[J]. Science, 2014, 345(6194):
302-305.

BELL B A, HERRERA-MART D A, TAMEM S D, et al. Experi-
mental demonstration of a graph state quantum error-correction
code[J]. Nature Communications, 2014, 5(4): 3658.

PUDENZ K L, ALBASH T, LIDAR D A. Error-corrected quantum
annealing with hundreds of qubits[J]. Nature Communications,
2014, 5(2): 163-180.

EEE N

00026-11

Ei# (19715 , B, LHEITA, L
WRAHIR. ARSI, YR
S WEAE B A SR ih 2k B,
TR, LM,

E =T (1980-) , B, mMEH 2 A,
-, Piwe PR E R R, T
MR MAETERSETIE, B
HrEEEG. BTSSRI,
BAHE, BARES,

R (1991-) , B, WivniEmA,
bR A, B T A N E R
LA BTN, fhaM.



	03-026-‰n.doc

